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üFlow Mode Changes
üProxy Mode Changes
üVPN Changes
üRouting Changes
üOther Features

Agenda
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5.2.10 V5.4.4 5.6

FG/FWF-20/40C/60C Series ✔

FG/FWF-30D Series ✔ ✔ ✔

FG/FWF-30E/50E Series ✔ ✔

FG/FWF-60E ✔ ✔

FG/FWF-60D Series ✔ ✔ ✔

FG-70D Series ✔ ✔ ✔

FG/FWF-80C Series ✔ ✔ ✔

FG-80D ✔ ✔ ✔

FG-80E Series ✔ ✔

FG/FWF-90D Series ✔ ✔ ✔

FG-90E Series ✔ ✔*

FG/FWF-92D Series ✔ ✔ ✔

FG-100C Series ✔

5.2.10 5.4.4 5.6

FG-100D Series ✔ ✔ ✔

FG-100/101E ✔ ✔

FG-200D Series ✔ ✔ ✔

FG-200/201E ✔ ✔*

FG-300C ✔

FG-300D/400D/500D/600D ✔ ✔ ✔

FG-600C/800C/1000C ✔ ✔ ✔

FG-800D/900D/1000D Series ✔ ✔ ✔

FG-2000E Series ✔ ✔*

FG-3240C/3600C ✔ ✔ ✔

FG-3000D Series ✔ ✔ ✔

FG-5001C/50001D ✔ ✔ ✔

FG-7040E ✔ ✔*

FortiOS V5.6 Platform Support

* Main branch merge on 5.6.1



Flow Mode Changes
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Default inspection Mode is FLOW

§ Why

» Flow mode is benefiting from Nturbo which 
gives a boost in performance. To allow 
customer to benefit  this, default mode 
changed from Proxy to Flow.

» Attention, for backward compatibility, CLI 
default option is still Proxy based but when 
you have a factory reset fortigate, the 
inspection will be flow based.
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NGFW Mode

§ Why

» To be competitive with Market requirement.
» You need to use Central NAT table & 

global SSL/SSH profile per VDOM
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Merge CASI to application control

» CASI now part of appcontrol
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Block QUIC default App-control

§ What is QUIC

» QUIC is the name for a new experimental 
protocol, and it stands for Quick UDP 
Internet Connection. The protocol supports 
a set multiplexed connections over UDP, 
and was designed to provide security 
protection equivalent to TLS/SSL, along 
with reduced connection and transport 
latency.
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Split IPS and Appcontrol signatures

» Application Control signatures are now link 
to Forticare

» Industrial signatures (app-control and IPS) 
are now separated and they require 
service contract



Proxy Mode Changes
Proxy VDOM



11

Transparent Proxy and Firewall

This option is to redirect HTTP and HTTPS 
Traffic to Proxy Policy
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Proxy Policies

Application id selection is per 
Explicit Proxy Service
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Source / Destination

Source and Destination Proxy
Address objects are based on type

For example User agent can be source only
Where URL category destination only
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Internet Service database on Proxy Policies

» Idea is using Internet service database as 
destination address object
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OCSP support for SSL Deep inspection (Proxy mode)

» This allows Fortigate validate the revoked 
certificates via OCSP 

» When certificate is revoked, Deep 
inspection will sign the self generated 
server certificate with 
Fortinet_CA_Untrusted.
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New certificate templates

» These certificates are used to place private 
key of self generated certificates.

» By having these certificates, fortigate can 
self generate different key sizes and 
different certificate types.



VPN Features
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RFC 7427 IKEv2 Digital Signature Authentication

» This document adds a new IKEv2 
[RFC7296] authentication method to 
support signature methods in a more 
general way. The current signature-based 
authentication methods in IKEv2 are per 
algorithm, i.e., there is one for RSA digital 
signatures, one for DSS digital signatures 
(using SHA-1), and three for different 
ECDSA curves, each tied to exactly one 
hash algorithm. This design is 
cumbersome when more signature 
algorithms, hash algorithms, and elliptic 
curves need to be supported:
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IKEv2 Asymmetric authentication 

§ Why the feature introduced

» FortiOS has always provided a single 
authmethod configuration, either psk or 
signature, and both sides of the AUTH 
exchange would use the same auth method. 
This ECO introduces a new phase1 option, 
authmethod-remote, that can be changed 
independently of authmethod. The default for 
authmethod-remote is unset, which retains 
the current, symmetric auth behavior. When 
authmethod-remote is set to either psk or 
signature, the IKEv2 auth verify callback 
function in iked is changed to the appropriate 
auth method, hence enabling the asymmetric 
behavior. When authmethod-remote is set to 
psk, another new setting, psksecret-remote, 
is visible, allowing the use of different pre-
shared secrets in each direction.
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RFC 7383 IKEv2 Message Fragmentation

§ Why 

» The solution to the problem described in this 
document is to perform fragmentation of large 
messages by IKEv2 itself and replace them 
with a series of smaller messages. In this 
case, the resulting IP datagrams will be small 
enough so that no fragmentation at the IP 
level will take place. The primary goal of this 
solution is to allow IKEv2 to operate in 
environments that might block IP fragments. 
This goal does not assume that IP 
fragmentation should be avoided completely, 
but only in those cases when it interferes with 
IKE operations.
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Allow peertype dialup for IKEv2 PSK dyanmic phase1

» We already using peertype dialup with 
IKEv1. This change will allow to use the 
same on IKEv2. 

» Idea behind this feature is, allow admin 
create a single Ph1 on Hub site and 
Site2Site Connections on remote locations. 

» Every site will use it is own pre-shared key 
and Hub site will validate the pre-shared 
key based on user group
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SSL VPN HTML 5 support

» Project of moving SSL VPN portal mode 
applications out from JAVA and made them 
available for HTML5 is started with RDP & 
VNC in 5.4

» This change now add the support for SSH 
and telnet application based on HTML5



Other features
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Implement SSD Trim for log disk

§ What is trim in SSD?

» A trim command (known as TRIM in the 
ATA command set, and UNMAP in the 
SCSI command set) allows an operating 
system to inform a solid-state drive (SSD) 
which blocks of data are no longer 
considered in use and can be wiped 
internally. Trim was introduced soon 
after SSDs were introduced.
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NAT Session monitoring

§ Why 
» Giving more visibility to NAT pooling
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Device detection (Servers)

» Extension of device detection. Allow to 
detect Servers and view server traffic on 
Fortiview
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Long VDOM Name Support

» To allow admin creating VDOM names 
longer then 11 characters
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Internet service database on Firewall policies

» Used as destination.
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Support MAC authentication

» The idea is to allow user already 
authenticated in a shop wont authenticate 
again. The authentication will be done 
based on MAC address of the host 
transparently. 
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VxLAN Support

» This allow to forward packets with VxLAN
header to other VTEPs either Multicast or 
Unicast.
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Debug improvements

» Debug will run fix period of time and then 
disabled automatically.
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Improve usability 

» More visibility on traffic handled by SPUs 
(NP and Nturbo)
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Support Multicast HA

» Multicast routing table was not 
synchronized before causing high failover 
time during HA failover. 

» This change allow to synchronize multicast 
routes.
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New Conserve Mode settings

» This is to clarify Conserve mode and the 
output of the conserve mode. 
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Safe search for DNS Profile

» Safe search on search engines can be 
enforced by DNS.

» This feature allow to enforce safe search 
on popular Search engines when DNS 
profile in use (Proxy mode)



36

Fortiguard version 8

» Fortiguard web filtering now have new 
categories and this feature is the support 
on the FOS side.




